Trend Micro

Control Manager™ 3-3

Centralised Security Management for the Enterprise

As enterprises deploy security solutions across geographically distributed
clients and servers, IT departments require sophisticated management tools
to monitor critical metrics about security status, to proactively identify weak
spots, and to simplify security administration.

Trend Micro Control Manager™ 5.5 provides a convenient centralised security management
console that is designed to minimise administrative complexity and work with Trend Micro solutions
to maximise security. lts intuitive dashboard comes with four standard views for a quick start,
providing at-a-glance visibility into security status. The dashboard now enables easy customisation,
with the ability to easily create views to fit any need. This powerful security management tool
lowers costs by simplifying security management, providing enterprise-wide visibility into managed
products down to the individual client level. Control Manager enables advanced protection against
malware and web threats, and streamlines routine administrative tasks for greater efficiency.

Control Manager also includes new access to threat statistics from the Trend Micro Smart
Protection Network™ cloud-based security infrastructure. Administrators gain insight into both the
global threat landscape and the protective power of Trend Micro security in their own environment.
Control Manager provides consolidated reporting across products, ad hoc query capability, and
configurable alerts. The resulting actionable security intelligence allows greater control over
the enterprise security posture, as Control Manager distributes IT workload, consolidates data,
automates updates, and ensures greater scalability.

KEY FEATURES

Web-based Centralised Security
Management Console

Customisable Reporting*, Ad Hoc Query,
and Configurable Alerts

« Creates integrated, centrally managed
security framework for a unified defence

* Allows easy access to critical security
information

« Streamlines management with customisable
role-based administration, automated
updates, and licence management

* Enables quick start with pre-defined
reporting templates

* Facilitates compliance with internal IT audit
* Provides enterprise-wide visibility into requirements
managed products—including down to the

 Supports simple data interpretation with
level of individual clients

intuitive charts and graphs
New! Customisable Dashboard Multi-tiered Management*
» Comes fully functional out of the box with

* Provides highly scalable and flexible multi-
four standard tabs, or views

tiered management model for large-scale,
* Allows flexible configuration of additional multi-site deployments

dashboard views using pre-defined widgets « Distributes IT workload, allowing regional IT

« Provides actionable intelligence, facilitating
deeper investigation into security events

« Toggles data presentation between graphic
or tabular views

New! Smart Protection Network Threat
Statistics

« Displays statistics and tracks the latest
trends for Trend Micro’s cloud-based threat
intelligence

« Includes metrics for both the global threat
environment and the local deployment

staff to manage local events and incidents

» Consolidates data for a master view of
Control Manager servers throughout the
network

* Available in Control Manager Advanced

KEY BENEFITS

» Simplifies administration with intuitive
web-based console

* Reduces risk with consolidated updates
and security alerts

* Increases scalability with multi-tiered
management

» Improves security intelligence with
easy access to critical data

» Lowers security management costs
by saving time and reducing IT workload

¢ Trend Micro™ Control Manager gives
us the security intelligence we need
to maximise the level of security
across our enterprise—the integrated
update management and automatic
alerts enable us to quickly address
issues. ”
Peter Hastie

IT Systems Consultant
Lakeridge Health
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Control Manager features an intuitive web-based interface.

Control Manager™ is available in two versions: Standard and Advanced.

Trend Micro Control Manager Standard Advanced
Web-based Centralised Security Management v v
Customisable Dashboard, Ad Hoc Query, Alerts v v
Smart Protection Network Threat Statistics v v
Visibility into Clients v
Multi-Tiered Management v
Customisable Reporting v
Licence Management v

SERVER HARDWARE REQUIREMENTS

Intel Pentium IlI: 1GHz or higher

2GB RAM (4GB Recommended)

+ 450MB disk space for Control Manager Standard

+ 500MB disk space for Control Manager Advanced

+ 300MB disk space for SQL2005 Express (Optional)

» 20G disk space recommended as reserve for growing logs and database demands

SOFTWARE REQUIREMENTS

Operating System

« Windows Server 2003 Standard/Enterprise Edition SP2 (R2), Windows Server 2003
Standard/Enterprise Edition (R2) SP2 (WOW 64-bit), Windows Server 2008 Standard/
Enterprise Edition SP1or later (R2), Windows Server 2008 Standard/Enterprise Edition SP1
or later (R2) (WOW 64-bit)

Web Console

» WMicrosoft IIS server 5.0 (for 2000 platform), 1IS 6.0 (for 2003 platform) or IIS 32-bit mode
(for WOW64 platform)

Database Software

+ Microsoft SQL Server 2005 Express SP2 or above, Microsoft SQL Server 2005 Standard/
Enterprise (including 64-bit) SP2 or above, Microsoft SQL Server 2008 Express (including
64-bit) Bare or SP1, Microsoft SQL Server 2008 Standard/Enterprise (including 64-bit)
Bare or SP1

» Microsoft SQL Server 2005 Express SP3 is included

Virtualisation Support

* VMware ESX 4.0, Windows Server 2008 R2 Hyper-V 2.0
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Trend Micro™ Enterprise Security

Trend Micro Control Manager is a key
component of Trend Micro Enterprise
Security, a tightly integrated offering of
content security solutions and services
powered by the Trend Micro Smart
Protection Network™. Together they
deliver maximum protection with minimal
complexity.

Control Manager is available
standalone, or as part of these
security suites:

* Enterprise Security Suite

* Enterprise Security for Endpoints
and Mail Servers

* Enterprise Security for Endpoints

* Enterprise Security for Communication
and Collaboration
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