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Copyright Notices

KEMP Technologies, Inc. reserves all ownership rights for the LoadMaster product line including software
and documentation. The use of the LoadMaster Exchange appliance is subject to the license agreement.
Information in this guide may be modified at any time without prior notice.

Microsoft Windows is a registered trademarks of Microsoft Corporation in the United States and other
countries. All other trademarks and service marks are the property of their respective owners.

Limitations: This document and all of its contents are provided as-is. KEMP Technologies has made efforts
to ensure that the information presented herein are correct, but makes no warranty, express or implied,
about the accuracy of this information. If any material errors or inaccuracies should occur in this document,
KEMP Technologies will, if feasible, furnish appropriate correctional notices which Users will accept as the
sole and exclusive remedy at law or in equity. Users of the information in this document acknowledge that
KEMP Technologies cannot be held liable for any loss, injury or damage of any kind, present or prospective,
including without limitation any direct, special, incidental or consequential damages (including without
limitation lost profits and loss of damage to goodwill) whether suffered by recipient or third party or from
any action or inaction whether or not negligent, in the compiling or in delivering or communicating or
publishing this document.

Any Internet Protocol (IP) addresses, phone numbers or other data that may resemble actual contact
information used in this document are not intended to be actual addresses, phone numbers or contact
information. Any examples, command display output, network topology diagrams, and other figures
included in this document are shown for illustrative purposes only. Any use of actual addressing or contact
information in illustrative content is unintentional and coincidental.

Portions of this software are; copyright (c) 2004-2006 Frank Denis. All rights reserved; copyright (c) 2002
Michael Shalayeff. All rights reserved; copyright (c) 2003 Ryan McBride. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer

2.  Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE ABOVE COPYRIGHT HOLDERS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE ABOVE COPYRIGHT
HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

The views and conclusions contained in the software and documentation are those of the authors and
should not be interpreted as representing official policies, either expressed or implied, of the above
copyright holders..

Portions of the LoadMaster software are copyright (C) 1989, 1991 Free Software Foundation, Inc. -51
Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA- and KEMP Technologies Inc. is in full compliance
of the GNU license requirements, Version 2, June 1991. Everyone is permitted to copy and distribute
verbatim copies of this license document, but changing it is not allowed.
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Portions of this software are Copyright (C) 1988, Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms are permitted provided that the above copyright notice
and this paragraph are duplicated in all such forms and that any documentation, advertising materials, and
other materials related to such distribution and use acknowledge that the software was developed by the
University of California, Berkeley. The name of the University may not be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED “AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE.

Portions of this software are Copyright (C) 1998, Massachusetts Institute of Technology

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without
limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the
Software, and to permit persons to whom the Software is furnished to do so, subject to the following
conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions
of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Portions of this software are Copyright (C) 1995-2004, Jean-loup Gailly and Mark Adler

This software is provided 'as-is', without any express or implied warranty. In no event will the authors be
held liable for any damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose, including commercial applications,
and to alter it and redistribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote the original
software. If you use this software in a product, an acknowledgment in the product documentation would
be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented as being the
original software.

3. This notice may not be removed or altered from any source distribution.
Portions of this software are Copyright (C) 2003, Internet Systems Consortium

Permission to use, copy, modify, and/or distribute this software for any purpose with or without fee is
hereby granted, provided that the above copyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING
ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY SPECIAL, DIRECT,
INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE
USE OR PERFORMANCE OF THIS SOFTWARE.

Used, under license, U.S. Patent Nos. 6,473,802, 6,374,300, 8,392,563, 8,103,770, 7,831,712, 7,606,912, 7,346,695, 7,287,084 and
6,970,933
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GEO Release Notes Introduction

1 GEO Release Notes Introduction

This document describes the features added and issues resolved in the current release.
The GEO product is available in two forms:

e Astandalone GEO product

e A Global Sever Load Balancing (GSLB) Feature Pack that is part of the KEMP load
balancer (LoadMaster) product

This document applies to both forms of GEO. We recommend making a full
back up of the LoadMaster configuration before upgrading the software.

Installation of this software and reloading of the configuration may take up
to five minutes, or possibly more, during which time the LoadMaster being
upgraded is unavailable to carry traffic.

1.1 Prerequisites

The following are recommendations for upgrading the software:

e The person undertaking the upgrade should be a network administrator or someone
with equivalent knowledge

e In case of issues restoring backup configurations, configuring LoadMaster or other
maintenance issues, please refer to the LoadMaster documentation which can be found
at _http://kemptechnologies.com/documentation

1.2 Support

If there are problems loading the software release, please contact KEMP support staff using our
website and a KEMP support Engineer will call you promptly.

1.3 Compatible Products

e GEO standalone product

e LoadMaster with the Global Server Load Balancer (GSLB) Feature
Pack
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2 Release 2.2.36.1/7.2.36.1

Refer to the section below for details about firmware version 2.2.36.1/7.2.36.1. This was
released on 17" November 2016.

2.1 Issues Resolved
PD-7770 Fixed some issues relating to the GEO proximity Selection Criteria.
PD-7937 A notification is displayed when the GEO cluster limit is reached.
PD-7747 Fixed an issue that was causing GEO partner updates to fail.
PD-7522 Improved error handling for APl commands relating to GEO maps.

PD-7516 It is possible to set the GEO location of “everywhere” using the API.
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3 Release 2.2.35/7.1.35

Refer to the sections below for details about firmware version 2.2.35/7.1.35. This was released
on 2™ August 2016.

3.1 New Features
1. GEO now supports blacklists.

GEO blacklists are now supported using the WUl and API.
2. GEO per-FQDN settings.

It is now possible to configure GEO Time To Live (TTL) and sticky DNS settings on a per-FQDN basis.
3. Enhanced GEO health checks to allow grouping by cluster.

A new option called Unanimous Cluster Healthchecks has been added which, when enabled, enforces the
use of shared health checking across all sites with the same cluster defined.

3.1 Issues Resolved

PD-7225 The listcustomlocation API command is now showing the correct custom
locations which have been added.

PD-7134 Fixed the GEO LoadMaster WUI in order to display missing menu
elements.
PD-7481 Fixed an issue relating to incorrect site selection failover when using

Location Based as the Selection Criteria.

3.1 Known Issues
PD-7770 There are some issues with the GEO proximity Selection Criteria.
PD-7516 The GEO Location Based option for “Everywhere” cannot be set and is

not listed in the API.

PD-7338 The listclusters API command returns 0 as the CheckerPort value if the
checker is set to tcp. The default value when using TCP health checks is
80 and that should be returned.

PD-7522 If a GEO map is modified using the APl and the IP address for the site is
not specified, nothing is returned (an error should be displayed).
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4 Release 2.2.34.1/7.1.34.1

Refer to the sections below for details about firmware version 2.2.34.1/7.1.34.1. This was
released on 18" May 2016.

4.1 Feature Enhancements
1. Itis now possible to delete custom GEO locations.
2. PowerShell and Java APl commands have been added for adding custom locations to

FQDNs.
4.2 Issues Resolved
PD-6657 Fixed an issue relating to Private/Public site preference with proximity
selection.
PD-6641 Fixed a display issue for sites using a built-in geographic location
database.
PD-6626 Fixed geographic coordinate resolution of existing sites when switching
to proximity selection.
PD-6215 Added APl commands to allow public IP addresses to be treated as
private on GEO.
4.3 Known Issues
PD-7225 The listcustomlocation APl command shows custom locations that have

not been added.
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5 Release 2.2-32a/7.1-32a

Refer to the sections below for details about firmware version 2.2-32a/7.1-32a. This was

released on 26™ January 2016.

5.1
PD-6514
PD-6476
PD-6095

PD-6078

PD-5915

PD-3642

5.2
PD-6626

PD-6627

Issues Resolved

Fixed an issue relating to site restrictions for FQDNSs.
Improved GEO proximity stability.

Fixed an issue with the add/remove country and change map location API
commands for GEO.

It is now possible to add a custom location to an IP in an FQDN using API
commands.

Fixed an issue which was preventing an extra name server from being
added.

Fixed an issue relating to GEO Weighted Round Robin statistics.

Known Issues

Changing an existing FQDN with sites to proximity balancing causes
automatic resolution to fail.

If ‘bad data’ is entered in the coordinates of an FQDN, automatic
resolution will fail.
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6 Release 2.2-30/7.1-30

Refer to the sections below for details about firmware version 2.2-30/7.1-30. This was released
on 3 November 2015.

6.1 Feature Enhancements

1. There is now further flexibility in GEO around selectively responding with public or
private sites based on whether a client is from a public or private IP address.

2. Enhancements have been made to the GEO partner status indicators.

6.2 Issues Resolved
PD-5478 Fixed an issue with the GEO round robin scheduling method for IPv6.
PD-5282 Fixed an issue relating to the GEO proximity scheduling method.
PD-4863 Fixed an issue which was preventing GEO custom locations from being

edited.

PD-5853 Fixed an issue relating to GEO health checking.

6.3 Known Issues

PD-5582 There are some GEO issues relating to the resource check parameters

and cluster health checking.

PD-5915 In GEO, it is not possible to add multiple name servers using the WUI.
This can be done in the APl as a workaround.
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7 Release 2.2-28b/7.1-28b

Refer to the sections below for details about firmware version 2.2-28b/7.1-28b. This was
released on 28™ August 2015.

7.1 Feature Enhancements
1. Updated firmware to mitigate against CVE-2015-5477 vulnerability.

7.2 Issues Resolved

PD-5581 Fixed a GEO Web User Interface (WUI) issue which caused issues with
multiple locations being assigned.

7.3 Known Issues

PD-3642 Statistics are not updating correctly when using GEO and weighted round
robin scheduling.

PD-4863 Custom locations on the LoadMaster GEO cannot be disabled.
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8 Release 2.2-28a/7.1-28a

Refer to the sections below for details about firmware version 2.2-28a/7.1-28a. This was
released on 29" July 2015.

8.1 Issues Resolved
PD-5251 Fixed an issue which prevented some GEO miscellaneous parameters to
be set.
8.2 Known Issues
PD-3642 Statistics are not updating correctly when using GEO and weighted round

robin scheduling.
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9 Release 2.2-28/7.1-28

Refer to the sections below for details about firmware version 2.2-28/7.1-28. This was released
on 24™ June 2015.

9.1 Feature Enhancements
1. Removed superfluous messages in GEO logging.
2. Added status indicators for partner SSH tunnels.
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10 Release 2.2-26/7.1-26

Refer to the sections below for details about firmware version 2.2-26/7.1-26. This was released
on 1 May 2015.

10.1 Feature Enhancements

1. New LoadMaster installations now come pre-installed with an up-to-date GEO
database, including IPv6.

2. Improved GEO partner IP entry method - only the shared IP address needs to be
entered into the Remote GEO LoadMaster Access text box for HA configurations.




GEO

Release 2.2-24a/7.1-24a

KEMP

11

Release 2.2-24a/7.1-24a

Refer to the sections below for details about firmware version 2.2-24a/7.1-24a. This was
released on 11" February 2015.

11.1

Feature Enhancements

1. Added new GEO cluster RESTful APl commands which list and show clusters.

11.2

PD-3344

PD-3319

PD-3160
PD-3104

PD-3075

Issues Resolved

SSH can now be disabled on a GEO cluster in order to increase security.

Alternate gateway support has been added for GEO LoadMasters with
multiple interfaces.

Fixed a problem with the modmap RESTful APl command.
The addmap RESTful API command now works in all scenarios.

A superfluous error message, which displayed when setting the isolateips
parameter via the ModifyFQDN command, has been removed.
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12 Release 2.2-22b/7.1-22b

Refer to the sections below for details about firmware version 2.2-22b/7.1-22b. This was
released on 3™ December 2015.

12.1 Known Issues
PD-3160 There is a bug with the modmap RESTful APl command.

PD-3104 The addmap RESTful APl command does not work when the Selection
Criteria is set to Real Server Load.

PD-3075 A superfluous error message appears when you attempt to set the
isolateips parameter via the PowerShell ModifyFQDN command.
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13 Release 2.2-22/7.1-22

Refer to the sections below for details about firmware version 2.2-22/7.1-22. This was released
on 25" November 2014.

13.1 Feature Enhancements

1. Security enhancements have been made to GEO.

2. Multiple Virtual Services with the same IP address can now be added to the GEO Real
Server Load Cluster Check.

3. Updated the BIND version to 9.9.6-ESV to address CVE-1999-0662.

13.2 Known Issues
PD-3160 There is a bug with the modmap RESTful APl command.

PD-3104 The addmap RESTful APl command does not work when the Selection
Criteria is set to Real Server Load.

PD-3075 A superfluous error message appears when you attempt to set the
isolateips parameter via the PowerShell ModifyFQDN command.
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14 Release 2.2-20/7.1-20

14.1 New Features
1. The ability to designate GEO listening interfaces.

You can now define which interface(s) are used for listening and responding to DNS requests.
2. The ability to use multiple interfaces to listen for GEO requests.

GEO now has the ability to have multiple interfaces used for DNS responses and requests.

14.2 Feature Enhancements
1. GEO APl commands have been added.

14.3 Issues Resolved

PD-2644 Fixed an issue with syncing some GEO settings.
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15 Release 2.2-18b/7.1-18b

15.1 New Features
1. GEO enhancements

New GEO features which allow failover and isolates public/private sites. Also, two GEO selection criteria
options have been renamed to more appropriately reflect their functions (Location Based has been
renamed to Proximity and Regional has been renamed to Location Based).

15.2 Issues Resolved

PD-1941 Removed unnecessary options for GEO cluster synchronization

15.3 Known Issues
1. GEO health check intervals do not match the settings configured
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16 Release 2.2-16/7.1-16

16.1 New Features
1. The LoadMaster GEO Operating System is now running on Linux kernel 3.10.28
The LoadMaster GEO has been re-based to Linux version 3.10.28.

16.2 Issues Resolved

PD-1687 Made the GEO sync mechanism more tolerant of rapid changes
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17 Release 2.1.14/7.0-14

17.1 Feature Enhancements

1. GEO can now be disabled and enabled via the Web User Interface (WUI) (when GEO is
disabled it is possible to modify the packet filter settings)

17.2 Issues Resolved

PD-1145 DNS requests can now be made to the LoadMaster GEO over an IPv6
network

PD-1277 BIND has been updated to version 9.6-ESV-R10-P2
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18 Release 2.1.12a/7.0-12a

18.1 Feature Enhancements
1. GEO search order changed

18.2 Issues Resolved

PD-771 Fixed issue where the site failure and recovery settings were not
updating to the partner

PD-808 Fixed issue where the FQDN was not updating to the partner
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19 Release 2.1.10/7.0-10

19.1 Known Issues
1. Site failure and recovery settings are not replicated to the partner GEO.
2. In some cases, FQDNs are not replicated to the partner GEO.
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20 Release 2.1.8e/7.0-8e

20.1 Feature Enhancements
1. Automated Licensing and Support Infrastructure (ALSI) Enhancements

20.2 Issues Resolved

PD-700 Fixed reboot issue when changing service types
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21 Release 2.1.8/7.0-8

21.1 New Features
1. IP Range Selection Criteria

Allows the specification of a location or country that apply to an IP address or range.

2. Certificates Functionality

Gives the ability to import and manage SSL certificates.

21.2 Issues Resolved

PD-392 Issue with GEO sync has been resolved
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